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Chapter 2

Enemy at the Gates?

The Cybersecurity Threat Posed
by Outsourcing, Partnering and

Professional Advisors

Simmons & Simmons LLP

Robert Allen

Paul Baker

The cybersecurity threat posed by outsourcing, partnering and
professional advisors — companies are well-informed of the need
to buttress their own cybersecurity defences, but what about third
parties that hold their data or with whom they share access to
systems?

1 Introduction

In 2017, no business can plead ignorance of the cybersecurity risks
inherent in a digitally connected global marketplace. The headlines
expose and denounce the corporate victims of cyberattacks' and reel
off the latest statistics about the rise of cybercrime.? Businesses are,
accordingly, well-informed that they must buttress their cybersecurity
defences or become one of the statistics.> Yet, it is often at this level
of awareness that the conversation about cybersecurity ends. And, to
the extent that businesses are focused on cybersecurity, that focus is
concentrated only on the business’s own defences.

That focus is naive. No business operates in isolation. Each contract
with suppliers seeks advice or services from professional services
firms, and outsources to (for example) payment services, complaints
handlers and data custodians. This network of third parties holds
the business’s data and may share access to the business’s systems
(often across numerous jurisdictions), forming a crucial part of the
first line of defence against cybersecurity breaches. As recently as
August 2017, TalkTalk Telecom Group was fined £100,000 by the
Information Commissioner in the UK, when customers’ personal
data were compromised via one of its providers of network coverage
solutions and complaints resolution.* The questions therefore for
each business must be: what does it know about these third parties
and their security (if anything); and what steps does it take to ensure
that such security is maintained to the appropriate standard?

The magnitude of the risk posed by third parties is often overlooked
in a business’s assessment of cybersecurity. In the UK, for example,
only 13% of businesses require their suppliers to adhere to specific
cybersecurity standards or good practice.® In this article, we examine
the scope of the threat arising out of third-party relationships, the
degree to which third-party security risk is currently regulated, the
potential enforcement and litigation consequences of a cybersecurity
breach at a third party, and some practical guidance to help to
identify and assess the risks they create and (if necessary) remediate
the harm caused by a breach.

Our aim in this article is to highlight to businesses (and their advisers)
that their trusted suppliers, custodians and advisors may in fact be
unwitting ‘enemies at the gate’ when it comes to cybersecurity.

2 Scope of the ‘Third Party Threat’

Year on year, the aggregate of data created and captured grows
exponentially. In2025, the IDC forecasts that the global ‘datasphere’
will grow to 163 zettabytes, 10 times the data generated in 2016.¢
As data capture increases — fuelled by embedded systems, data
analytics, technological advances and even regulation’ — businesses
are forecast to manage even more data (from 30% in 2015 to nearly
60% in 2025);® data which, in many instances, they are obliged to
protect.

However, notwithstanding the commercial value and regulatory
importance of data, businesses increasingly do not hold their own.
Data growth has driven —and continues to drive — heightened reliance
on third parties for IT infrastructure (often collectively described as
Managed Service Providers or MSPs). For instance, data retention is
routinely outsourced by firms to cloud service providers to lessen the
burden of data storage. MSPs present particularly desirable targets
for malicious cyberattacks, in light of their disproportionate access
to valuable information held by multiple businesses. Recently, the
detection of ongoing targeted attacks against global MSPs by a
hostile actor has prompted the UK’s National Cybersecurity Centre
to publish advice for enterprises regarding their security assessments
and monitoring of MSPs.’

Moreover, data may be frequently shared by a business with
other third-party professional services firms such as law firms,
accountants and management consultants for analysis, audit and
advice. These firms, given the nature of their work, are likely to be
repositories of a business’s most sensitive and valuable data — and
therefore a prime target for cyber attackers. The recent compromise
of DLA Piper’s systems provides an obvious example. In June
2017, the international ‘Petya’ ransomware attack rapidly infected
the entire DLA Piper network, requiring employees globally to turn
off their computers and to avoid use of any element of the firm’s
IT infrastructure. While DLA Piper has not seen any evidence of
theft of client data,'® some IT systems were still inoperable up to
two weeks later.

Therefore, while support from MSPs and professional firms may
be critical for reasons of cost, efficiency or specialism, it must be
recognised internally by businesses that the outsourcing and/or
sharing of data to a network of third parties displaces and indeed
magnifies the cybersecurity risk. This should raise particular alarm
bells where third parties operate in jurisdictions that offer a lower
cost base but present a heightened cybersecurity risk, whether as
a result of weaker regulation, corruption risks, or higher rates of
cybercrime.
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Stakeholders, regulators and the public generally do not take kindly
to a business seeking to pass blame to a third party which it selected
and the business’s reputation is intrinsically linked to the outsourced
providers it engages. A business is, therefore, as vulnerable to attack
and damage to reputation as its weakest third-party service provider.

3 Regulation

In light of the pernicious and expanding threat to cybersecurity
posed by third parties, it is unsurprising that the global regulatory
landscape has developed to compel businesses to protect their data
against cybersecurity attacks on vulnerable third-party defences.
From a UK perspective, the businesses that are most heavily
regulated are data controllers as defined under the Data Protection
Act 1998 (DPA), and firms regulated by the Financial Conduct
Authority (FCA). However, current data protection obligations,
and the associated sanctions for breach, will be appreciably
bolstered with the introduction of the General Data Protection
Regulation (GDPR) in May 2018 (to be implemented into UK
law notwithstanding Brexit).!! Below we consider the current and
prospective legislative impetus to protect oneself against the ‘third
party threat’.

Data Protection Act 1998

In the UK, the DPA'? requires data controllers to comply with eight
data protection principles'® with respect to personal data; a broad
concept that encompasses any information which can be used to
identify an individual.'* Relevantly, the seventh data protection
principle requires the following security obligations:'®
“appropriate technical and organisational measures
against unauthorised or unlawful processing of personal data
and against accidental loss or destruction of, or damage to,
personal data.”

The DPA envisages that data controllers will provide access to
personal data to third parties for a multitude of reasons. Indeed, the
data controller is under a mandatory duty to notify the Information
Commissioner’s Office (ICO) of its disclosure to third parties and
is prohibited from doing so without such registration.'® These third
parties may be data processors (entities whose activities are limited
to data storage, retrieval, organisation, disclosure or erasure) or
themselves data controllers.

The DPA requires a data controller to ensure that any third-party
data processors provide guarantees with respect to their security
measures and to take reasonable steps to ensure compliance by third
parties with those security measures.!”” More specifically, the DPA
mandates that any processing by a data processor must be carried
out pursuant to a contract made or evidenced in writing and that
the data processor may act only on the data controller’s instructions
and in doing so comply with equivalent security obligations to the
data controller.”® No action can be taken against a data processor
itself so these measures place responsibility squarely on the data
controller to mitigate against vulnerable security standards in data
processing.'

In circumstances of serious breach of this principle by the data
controller, of a kind likely to cause substantial damage or distress
and where the breach was deliberate or reckless, the ICO may
impose a fine of up to £500,000.%°

General Data Protection Regulation

The data protection obligations on businesses and the sanctions for

serious breach will substantially increase with the introduction of
the GDPR in May 2018, in the UK and across EU Member States.
Materially, for businesses that provide information including
personal data to third parties, they will have an obligation only
to use those data processors that provide sufficient guarantees to
implement appropriate technical and organisational measures to
ensure processing meets the requirements of the GDPR.?! Data
processor activities must be governed by a binding contract between
controller and processor,”? which must make specific provision
for (among other things) instructions, sub-processing (which is
prohibited without the authorisation of the controller®®), compliance
and confidentiality.

In terms of security, processors and controllers will be obliged to
implement measures that are appropriate, taking into account factors
such as the type of data, the nature and purpose of processing, the
risks to individual rights associated with any security breach and
the costs of implementation.® Regular testing and evaluation
of the effectiveness of any security measures is also required if
appropriate.”® From the perspective of businesses outsourcing data
retention and organisation, additional comfort can soon be taken
from these new security obligations and additional requirements
on processors to maintain records of personal data processing
activities.?®

The GDPR also substantially increases the enforcement and
litigation risk profile in the event of a security breach involving
personal data.”” Such breaches must be notified by data processors to
data controllers, and by data controllers to the relevant supervisory
authority (in the UK, the ICO) without undue delay.?® At present,
such reporting only represents good practice,” and the compulsion
of such reporting may lead to more frequent enforcement by the
ICO (and, as a consequence, civil lawsuits, which are discussed
further below). Second, where enforcement is pursued, the possible
sanction — fines of up to 4% of global annual turnover® — is severe.

NIS Directive

In addition to the GDPR, it should not be forgotten that the
Network and Information Systems (NIS) Directive is also due to
be implemented by EU Member States in May 2018, which will
subject operators of key essential services (including banks and
other credit institutions) and key digital service providers (including
cloud computing services and online marketplaces) to additional
risk management and reporting requirements. This Directive can
be expected to raise security standards on digital service providers,
which will be especially important for businesses reliant on cloud
computing. However, like the GDPR, it may increase the likelihood
of enforcement or litigation when data breaches occur and are
required to be reported.

Principles for Business and SYSC Rules

In addition to ICO enforcement, financial services providers
regulated by the FCA are subject to additional security obligations
that encompass cybersecurity risks. The FCA handbook provides
a number of rules where failure to properly engage with and
understand the issue of cybersecurity would constitute a breach.
Principle 3 (PRIN 2.1.1, FCA Handbook) is the most obvious, and
was invoked by the FCA in its censure of Royal Bank of Scotland
Plc, National Westminster Bank Plc and Ulster Bank Ltd following
their major IT systems failure in June 2012. This Principle requires
a firm to “take reasonable care to organise and control its affairs
responsibly and effectively, with adequate risk management
systems”.
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The Senior Management Arrangements, Systems and Controls
rules (SYSC) are also relevant. Two of the SYSC rules specifically
reference financial crime, which is inextricably linked with
cyberattacks. SYSC 6.1.1 is particularly wide-ranging:
“a firm must establish, implement and maintain adequate
policies and procedures sufficient to ensure compliance of
the firm including its managers, employees and appointed
representatives, with its obligations under the regulatory
system and for countering the risk that the firm might be used
to further financial crime.”

In July 2016, the FCA produced guidance for regulated firms when
outsourcing to the cloud and other third-party IT services in the
context of the existing UK and EU framework.’! This guidance
is designed to assist regulated firms to discharge their oversight
obligations and avoid enforcement action pursuant to the SYSC
rules or otherwise for poor risk management (examples of which are
provided further below).

4 Liability

In the event of a data breach at a third party, whether an accountant,
website builder or cloud service provider, it will be essential to
assess and understand where liability for such breaches may lie.

ICO enforcement

If the security of personal data is compromised as a result of a
cyberattack on a third-party service provider, the business which
outsourced such services may face enforcement action by the ICO.
Pursuant to its powers under the DPA, the ICO can and has often
issued fines to data controllers for breaches of the seventh data
protection principle (often in connection with other principles) in
situations where their third-party data processor has lost or left
unsecure the personal data in its possession.

For example, in February 2017, the ICO fined private health
company HCA International Ltd (HCA) £200,000 for failing to keep
fertility patients’ confidential personal information secure. The ICO
found that HCA had, since 2009, routinely sent unencrypted audio
recordings of interviews with fertility patients by email to a company
in India for transcribing services. HCA had no guarantee that the
company would use a secure FTP server to store the recordings or
erase them after transcription, failed to monitor the company in
relation to any security measures and did not have a DPA compliant
contact with the company in relation to the processing. The
contraventions came to light only in 2015 when a patient informed
HCA that transcripts could be found online via a search engine.

On 4 November 2015, the Crown Prosecution Service (CPS) was
fined £200,000 after three laptops containing videos of police
interviews were stolen from the owner of a private film studio in
a burglary. The CPS had engaged the owner in 2002 to edit the
interviews for use in criminal proceedings. The ICO found the CPS
in contravention of the seventh data protection principle, observing
that it had no guarantees from the owner in relation to storage, return
or secure destruction at the end of the case; that it failed to monitor
the owner in relation to any security measures taken by him; and
that it did not have a DPA-compliant contract in relation to the
processing.

While some deterrent for lax monitoring of third parties, these
penalties pale in comparison to the sanctions soon to be available
under the GDPR and, indeed, the regulatory settlements entered
for data breach in the United States. In May 2017, Target paid
$18,500,000 to settle state enforcement action arising out of its
2013 data breach, which involved attackers stealing credentials

from a heating and air conditioning subcontractor to access Target’s
gateway server and steal customer details.

FCA enforcement

Inthe financial services industry, weak cybersecurity controls of third-
party service providers (whether or not the subject of a cyberattack)
also routinely capture the attention of FCA enforcement. While the
greatest financial penalty imposed for inadequate IT systems and
controls remains the £42,000,000 fine on Royal Bank of Scotland
Plc, National Westminster Bank Plc and Ulster Bank Ltd (arising
from software failings in the updating of systems), significant fines
have also been levied on financial institutions in respect of the poor
cybersecurity controls of their third-party service providers.

In October 2016, Aviva Pension Trustees UK Limited and Aviva
Wrap UK Limited (together Aviva) were fined £8,246,800 for failings
in oversight of outsourced providers in relation to the protection of
client assets between 2013 and 2015. In this period, Aviva did not
have in place appropriate controls over Third Party Administrators
(TPAs) to which they had outsourced the administration of client
money and external reconciliations in relation to custody assets,
in breach of Principle 3. While client money was at risk in this
instance, there was no actual cybersecurity breach by the TPAs.

Similarly, Zurich Insurance plc paid a penalty of £2,275,000
following a data loss incident in which the subcontractor of another
Zurich Group entity, Zurich Insurance Company South Africa
Limited (ZICSA), lost an unencrypted back-up tape with data
relating to 46,000 customers. As a result, the FSA found that Zurich
Insurance plc had failed to take reasonable care with respect to its
management of risks associated with securing customer information
in breach of Principle 3, SYSC 3.1.1R and SYSC 3.2.6R.

Civil litigation

Civil claims may be brought against businesses as a result of
a cyberattack against one of its third-party service providers,
regardless of whether there has been any regulatory enforcement
action.

In the UK, section 13 of the DPA provides a route for individuals
to claim, where they can demonstrate that the data controller has
breached the DPA (which includes failure to ensure compliance
with the DPA by third parties) and has suffered damage as a result.
Whilst pecuniary loss was previously a prerequisite for ‘damage’,
the Court of Appeal in Vidal-Hall et al v Google® confirmed that
‘damage’ could include emotional distress only.

Alternatively, under English law, claims may be brought against
business on the basis of:

A)
B)
Contracts may also provide a basis for further liability in the event
that the third party’s cybersecurity systems are compromised.
A business may well expect to terminate or pursue an action in
contract damages against the third party pursuant to data protection
clauses that have been breached. But the business itself should
anticipate contractual claims being made against it if it has made
representations about the robustness of its cybersecurity systems
to customers or other third parties. Such statements may appear,
for example, in response to RFPs, or in prospectuses or marketing
materials, and could result in misrepresentation claims by investors,
shareholders, suppliers or customers.

the tort for misuse of private information; and/or

an action for breach of confidence.

In short, the delegation of data processing to third parties provides
no shield against litigation following a cyberattack. Indeed, in the
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UK, group litigation orders enable the joint management of claims
which give rise to common or related issues of fact or law and
expand the spectre of corporate liability irrespective of the nature
of the claim. These orders have proved particularly useful for
individuals to pursue claims arising out of data breaches, including
over 5,000 employees of Morrisons whose bank, salary and national
insurance details were leaked online by a rogue employee of the
supermarket chain.**

5 Practicalities

As well as the framework of legislation and rules, and mechanisms
by which a business may seek compensation after the event of a
cyberattack, there are various practical steps that can be considered.
To conclude, we set out below a check list outlining suggested steps
to mitigate the third party threat, divided into four categories: risk
assessment; contract; oversight; and incident management.

It is worth focussing briefly on the contract category in particular
because, if well-drafted, relevant agreements will provide a
clear picture of the parties’ rights and obligations when it comes
to cybersecurity, and help clarify the risks specific to the third-
party relationship.
concerning cybersecurity the following should be considered:

In contemplating the contractual obligations

&)

®

©

(D)

(E)

Basic security provisions; for example: physical security
requirements of the third-party premises; any vetting
requirements for third-party staff members (and their third-
party contractors); and the use of agreed, manufacturer-
supported, password-protected operating systems.

Specific data security provisions that set out requirements
about the use and storage of data; for example: how will data
be given to the third party? Should it be encrypted? Should
it be backed up and by whom? For how long should it be
stored? How and under what circumstances should it be
destroyed or returned?

Cooperation provisions, for example: information requirements
to allow businesses to obtain all necessary information to
ensure compliance with data protection provisions; cooperation
provisions to ensure data security audits are effective; review
and security testing requirements; and staff training provisions.

Breach provisions; for example: notification requirements
in the event of a breach; further cooperation provisions to
ensure breaches are investigated and managed effectively;
and business continuity provisions.

Indemnity and limitation of liability clauses: as the GDPR
provides for higher fines than under current domestic
legislation, it may be prudent to modify these clauses
accordingly.

Checklist: The Third Party Threat

Have you mapped out who holds or has access to your data?

Have you considered the business rationale for and appropriateness of providing data to each third party service provider?

Have you conducted recent and reliable due diligence on each third party?

Risk Assessment

Have you conducted (and documented) a security assessment of your risks specific to each third party?

Does your contract require the third party to comply with international standards?

Does your contract make specific provisions for the security of data throughout transfer, use, storage and deletion?

Contract

Does your contract also provide for security with respect to physical premises and people?

Does your contract preclude the use of sub-contractors without authorisation?

Do your third parties provide regular reports to you regarding security testing, risks and status updates?

Do you regularly audit third party service providers for security risk?

Oversight

Do you have effective access to the data held by the third party?

Do you have records of the data processing activities conducted by third parties?

Are your third party service providers contractually or otherwise obliged to report data breach and/or loss to you?

Does your cyber incident response plan consider data breach at a third party?

Incident
Response

Can you cooperate with regulators’ requests for information and/or access to data?

Do you have and can you enforce indemnity clauses for data breach in the jurisdictions in which you operate?
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